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INTRODUCTION  
The Binding Corporate Rules: Processor Policy (“Processor Policy”) establishes RGA's approach to 
compliance with data protection law when Processing Personal Information on behalf of and under the 
instructions of a non-RGA Controller and where such Personal Information originates in Europe, 
specifically with regard to transfers of Personal Information between members of the RGA group entities. 
In this Processor Policy we use "RGA" to refer to RGA group members ("Group Members").  

This Processor Policy does not replace any specific data protection requirements that might apply to a 
business area or function. 

A summary of this Processor Policy is accessible on RGA's corporate website at www.rgare.com. 



 

 4 

 

Definitions  
For the purposes of this Processor Policy, the terms below have the following meaning: 

"Applicable Data Protection 
Law(s)" 

means the data protection laws in force in the territory in which the 

Controller of the Personal Information is located.  Where a Group 

Member Processes Personal Information on behalf of a European 

Controller under this Processor Policy, the term Applicable Data 

Protection Laws shall include the European data protection laws 

applicable to that Controller; 

"Controller" means the natural or legal person which, alone or jointly with others, 

determines the purposes and means of the Processing of Personal 

Information.  For example, RGA's Customer is a Controller of the 

Personal Information that is Processed by RGA under this Processor 

Policy; 

"Customer" refers to the third party Controller on whose behalf RGA Processes 

Personal Information.  It includes RGA's third party Customers when 

we, as Processors, Process Personal Information on their behalf in 

the course of providing data Processing services to them; 

"Europe" as used in this Processor Policy refers to the Member States of the 

European Economic Area – that is, the 28 Member States of the 

European Union plus Norway, Lichtenstein and Iceland; 

"Group Member" means any of the members of RGA's group of companies listed in 

Appendix 1; 

"Personal Information" means any information relating to an identified or identifiable natural 

person.  An identifiable natural personal is one who can be identified, 

directly or indirectly, in particular by reference to an identifier such as 

a name, an identification number, location data, an online identifier or 

to one or more factors specific to the physical, physiological, genetic, 

mental, economic, cultural or social identity of that natural personal; 

"Processing", "Processed", 
"Process", "Processes" 

means any operation or set of operations which is performed on 

Personal Information or on sets of Personal Information, whether or 

not by automated means, such as collection, recording, organisation, 

structuring, storage, adaptation or alteration, retrieval, consultation, 
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use, disclosure by transmission, dissemination or otherwise making 

available, alignment or combination, restriction, erasure or 

destruction; 

"Processor" means a natural or legal person which Processes Personal 

Information on behalf of a Controller. For example, RGA is a 

Processor of the Personal Information it Processes to provide certain 

services to its Customers; 

"Sensitive Personal 
Information" 

means information that relates to an individual’s racial or ethnic 

origin, political opinions, religious or philosophical beliefs, trade union 

membership, genetic data, biometric data for the purpose of uniquely 

identifying a natural person, data concerning health, or data 

concerning a natural person's sex life or sexual orientation.  It also 

includes information about an individual's criminal offences or 

convictions, as well as any other information deemed sensitive under 

Applicable Data Protection Laws; and 

"Workforce Members" refers to all employees, new hires, individual contractors and 

consultants, and temporary members of the Workforce engaged by 

any RGA Group Member.  All Workforce Members must comply with 

this Processor Policy. 
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PART I: BACKGROUND AND SCOPE 
WHAT IS DATA PROTECTION LAW? 

Applicable Data Protection Laws give individuals certain rights in connection with the way in which their 
Personal Information is used.  If organizations do not comply with Applicable Data Protection Laws, they 
may be subject to sanctions and penalties imposed by the national data protection authorities and the 
courts. When RGA Processes Personal Information to provide a service to a Controller, this activity and 
the Personal Information in question are covered and regulated by Applicable Data Protection Laws.   

According to Applicable Data Protection Laws, when an organization determines the purposes for which 
Personal Information are to be Processed and the means by which the Personal Information are 
Processed, that organization is deemed a Controller of that Personal Information and is therefore 
primarily responsible for meeting the legal requirements under Applicable Data Protection Laws. 

On the other hand, when an organization Processes Personal Information only on behalf of a Controller, 
that organization is deemed to be a Processor of the Personal Information. In this case, the Controller of 
the Personal Information (i.e. RGA's Customer) will be primarily responsible for meeting the legal 
requirements.  

This Processor Policy describes how RGA will comply with Applicable Data Protection Laws with respect 
to Processing Personal Information as a Processor. RGA's Binding Corporate Rules: Controller Policy 
describes how RGA will comply with Data Protection Laws with respect to processing Personal 
Information as a Controller.  

HOW DOES DATA PROTECTION LAW AFFECT RGA INTERNATIONALLY? 

Applicable Data Protection Laws in Europe prohibit the transfer of Personal Information outside Europe to 
countries that do not ensure an adequate level of data protection. Only certain non-European countries in 
which RGA operates and to which Personal Information may be transferred from Europe are regarded by 
European data protection authorities as providing an adequate level of protection for individuals’ privacy 
and data protection rights. 

WHAT IS RGA DOING ABOUT IT? 

RGA must take proper steps to ensure it Processes Personal Information in a legitimate, fair and lawful 
manner wherever it operates or undertakes business. This Processor Policy sets out a framework to 
satisfy Applicable Data Protection Law requirements and in particular, to provide an adequate level of 
protection for all Personal Information Processed by Group Members in Europe and transferred to Group 
Members outside Europe, either where the Personal Information is collected by a Controller in Europe, or 
where the Personal Information is collected by a Group Member in Europe as a Processor.   

SCOPE OF THE PROCESSOR POLICY 

This Processor Policy applies to all Personal Information that RGA Processes as a Processor in the 
course of providing services to a third party Controller (i.e. a Customer). This includes Processing by 
RGA of the following categories of Personal Information: 

• Policyholder data: including Personal Information of individuals who are parties to or beneficiaries 
of primary individual or group insurance and pension policies; and 

• RGA Workforce Member Personal Information: including Personal Information of past and current 
RGA Workforce Members, individual consultants, independent contractors, temporary Workforce 
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Members, and job applicants that RGA may Process on behalf of the Controller, e.g. for payroll 
purposes. 

RGA will apply this Processor Policy in all cases where RGA Processes Personal Information as a 
Processor through both manually and by automatic means. 

MANAGEMENT COMMITMENT AND CONSEQUENCES OF NON-COMPLIANCE 

RGA's management is fully committed to ensuring that all Group Members and their Workforce Members 
comply with this Processor Policy at all times. 

All Group Members and their Workforce Members must comply with and respect, this Processor Policy 
when Processing Personal Information, irrespective of the country in which they are located. All Group 
Members that engage in the collection, use or transfer of Personal Information as a Processor to provide 
services to a third party Controller, must comply with the Rules set out in Part II of this Processor Policy 
together with the policies and procedures set out in the appendices in Part III of this Processor Policy.  

In recognition of the gravity of these risks, Workforce Members who do not comply with this Processor 
Policy may be subject to disciplinary action, up to and including dismissal. 

RESPONSIBILITY TOWARDS THE CONTROLLER 

When RGA Processes Personal Information as a Processor, the Controller on whose behalf RGA 
Processes Personal Information will have responsibility for complying with the Applicable Data Protection 
Laws that apply to it.  As a consequence, the Controller will pass certain data protection obligations on to 
RGA in its contract appointing RGA as its Processor. If RGA fails to comply with the terms of its 
Processor appointment, this may put the Controller in non-compliance with its Applicable Data Protection 
Laws and the Controller may initiate proceedings against RGA for breach of contract, resulting in the 
payment of compensation or other judicial remedies.  

In particular, where a Controller demonstrates that it has suffered damage, and that it is likely that the 
damage has occurred due to a non-compliance with this Processor Policy (whether by a Group Member 
or a third party Processor appointed by a Group Member), RGA will be responsible for demonstrating that 
such Group Member is not responsible for the non-compliance, or that no such non-compliance took 
place. For European Controllers, this burden of proof for demonstrating that the Group Member is not 
responsible for the non-compliance, or that no such non-compliance took place, shall fall to RGA 
International Reinsurance Company dac (Ireland). 

When a Controller transfers Personal Information to a Group Member for Processing in accordance with 
this Processor Policy, a copy of this Processor Policy shall be incorporated into the contract with that 
Controller. If a Controller chooses not to rely upon this Processor Policy when transferring Personal 
Information to a Group Member outside Europe, that Controller is responsible for implementing other 
appropriate safeguards in accordance with Applicable Data Protection Laws. 

RELATIONSHIP BETWEEN THE CONTROLLER AND PROCESSOR POLICIES 

This Processor Policy applies only to Personal Information that RGA Processes as a Processor in order 
to provide a service to a third party Controller (i.e. a Customer).  

RGA has a separate Binding Corporate Rules: Controller Policy that applies when it Processes Personal 
Information as a Controller (i.e. for its own purposes). When a RGA Group Member Processes Personal 
Information either as a Controller or as a Processor acting on behalf of another Group Member, it must 
comply with the Controller Policy. 
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Some Group Members may act as Controllers under some circumstances and as Processors under 
different circumstances. Such Group Members must comply with this Processor Policy and the Controller 
Policy, as appropriate.  

If at any time it is not clear to a Group Member as to what its legal status as Controller or Processor 
would be and which policy applies, Personal Information as a Controller or Processor, such Group 
Member must contact the Chief Privacy Officer whose contact details are provided below. 

FURTHER INFORMATION 

If you have any questions regarding the provisions of this Processor Policy, your rights under this 
Processor Policy or any other data protection issues you may contact RGA's Chief Privacy Officer using 
the contact information below. All inquiries will be dealt with directly by the Chief Privacy Officer or 
delegated to the RGA Workforce Member or department best positioned to address such inquiry.    

 

Attention: Dean C. Bryant, Vice President, Chief Privacy Officer 

Email:  dbryant@rgare.com 

Address:  16600 Swingley Ridge Road, Chesterfield, Missouri, 63017, USA 

RGA's Chief Privacy Officer is responsible for ensuring that changes to this Processor Policy are 
communicated to the Controller and to individuals whose Personal Information is Processed by RGA in 
accordance with Appendix 8. 

If you have concerns or would like more information regarding the way in which RGA Processes your 
Personal Information, you are encouraged to submit a request and/or complaint through RGA's separate 
Complaint Handling Procedure (Processor), which is outlined in Part III, Appendix 6. 
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PART II: PROCESSOR OBLIGATIONS 
This Processor Policy applies in all situations where a Group Member Processes Personal Information as 
a Processor on behalf of a third party Controller. 

Part II of this Processor Policy is divided into three sections:  

• Section A identifies and describes the data protection principles that RGA observes at any time it 
Processes Personal Information as a Processor on behalf of a third party Controller. 

• Section B specifies the practical commitments to which RGA adheres in connection with this 
Processor Policy.   

• Section C describes the third party beneficiary rights RGA provides to individuals under this 
Processor Policy. 
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SECTION A:  BASIC PRINCIPLES 

RULE 1 – LAWFULNESS OF PROCESSING  

Rule 1A – RGA will ensure that all Processing is carried out in accordance with Applicable Data 
Protection Laws. 

RGA will comply with all Applicable Data Protection Laws, including any laws governing the protection of 
Personal Information (e.g. in Europe, the General Data Protection Regulation 2016/679 and any national 
data protection laws) and will ensure that all Personal Information is Processed in accordance with 
Applicable Data Protection Laws. 

To the extent that any Applicable Data Protection Laws require a higher level of protection than is 
provided for in this Processor Policy, RGA acknowledges that it will take precedence over this Processor 
Policy.  

As such: 

• where Applicable Data Protection Laws exceed the standards set out in this Processor Policy, 
RGA will must comply with those laws; but 

• where there is no data protection law, or where the law does not meet the standards set out by 
this Processor Policy, RGA will Process Personal Information in accordance with the Rules in 
this Processor Policy. 

 

Rule 1B – RGA will cooperate with and assist a Controller in complying with its obligations 
under Applicable Data Protection Laws in a reasonable time and to the extent reasonably 
possible.   

RGA will assist such Controller in complying with its obligations under Applicable Data Protection Laws, 
within a reasonable time and as required under the terms of its contract with the Controller. This may 
include, for example, a responsibility to comply with certain instructions stipulated in the contract with a 
Controller, such as assisting the Controller in meeting its obligation to keep Personal Information accurate 
and up to date. RGA will immediately inform the Controller if, in its opinion, an instruction infringes 
applicable data protection law. 

RULE 2 – FAIRNESS AND TRANSPARENCY 

Rule 2 – RGA will, to the extent reasonably possible, assist a Controller in complying with the 
requirement to inform and explain to individuals how their Personal Information will be 
Processed at the time their Personal Information is collected. 

The Controller has a duty to inform individuals, at the time their Personal Information is collected, or 
shortly after, how that information will be used. Such information should be given to individuals in a 
concise, transparent, intelligible and easily accessible form. The information shall be provided in writing or 
by other means, including, where appropriate, by electronic means. This is usually done by means of an 
easily accessible fair processing statement.  
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RGA will provide assistance and information to the Controller as may be required under the terms of its 
contract with such Controller to support its compliance with this requirement. For example, RGA may be 
required under the terms of the contract with a particular Controller to provide information about any sub-
processors appointed by RGA to Process Personal Information on its behalf. 

RULE 3 – PURPOSE LIMITATION 

Rule 3 – RGA will only Process Personal Information on behalf of, and in accordance with, the 
instructions of the Controller. 

RGA will only Process Personal Information on behalf of the Controller and in compliance with the terms 
of the contract it has in place with that Controller. RGA will not Process the Personal Information for any 
purpose other than or beyond the purposes determined by the Controller. 

If, for any reason, RGA is unable to comply with this Rule or its obligations under this Processor Policy, 
RGA will inform the Controller promptly of this fact who may then suspend the transfer of Personal 
Information to RGA and/or terminate the contract, depending upon the terms of its contract with RGA. 

In such circumstances, RGA will act in accordance with the instructions of the Controller and return, 
destroy or store the Personal Information, including any copies of the Personal Information, in a secure 
manner or as otherwise required, in accordance with the terms of its contract with that Controller.  

In the event that legislation prevents RGA from returning the Personal Information to a Controller, or 
destroying it, RGA will maintain the confidentiality of the Personal Information and will not Process the 
Personal Information otherwise than in accordance with the terms of its contract with that Controller. 

RULE 4 – DATA MINIMISATION AND ACCURACY 

Rule 4 – RGA will assist a Controller in keeping the Personal Information accurate and up to 
date.  

RGA will comply with any instructions from a Controller, as required under the terms of its contract with 
that Controller, in order to assist that Controller in complying with its obligation to keep Personal 
Information accurate and up to date and, in particular, to ensure that all Personal Information are 
accurate, having regard to the purposes for which they are Processed, and/or are erased or rectified 
without delay. 

When required to do so on instruction under the terms of its contract with that Controller, RGA will delete, 
anonymise, update or correct Personal Information.  

RGA will notify other Group Members or any third party sub-processors to whom the Personal Information 
has been legitimately disclosed accordingly so that they can also update their records.   

RULE 5 – LIMITED RETENTION OF PERSONAL INFORMATION 

Rule 5 – RGA will assist a Controller in complying with the obligation to retain Personal 
Information no longer than is necessary for the purposes for which it was collected and further 
Processed. 
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RGA will enable the Controller to comply with its record retention obligations either under law or in 
accordance with the Controller's record retention policies and guidelines, unless Applicable Data 
Protection Laws require otherwise. 

RULE 6 – SECURITY AND CONFIDENTIALITY 

Rule 6A – RGA will implement appropriate technical and organizational measures to ensure a 
level of security appropriate to the risk of the Personal Information Processing that is carried 
out on behalf of a Controller.  

Where RGA provides a service to a Controller involving the Processing of Personal Information, the 
contract between RGA and that Controller shall dictate the security and organizational measures required 
to safeguard that information consistent with Applicable Data Protection Laws, where applicable.   

In any event, RGA will apply appropriate security and organisational measures to ensure a level of 
security that is appropriate to the risk of the Processing that is carried out on behalf of the Controller. 

Rule 6B – RGA will notify a Controller without undue delay of any data security breach affecting 
the Personal Information that RGA is Processing on behalf of the Controller in accordance with 
the terms of the contract with that Controller. 

RGA will notify a Controller of any data security breach, as defined under Applicable Data Protection 
Laws, affecting the Personal Information Processed on behalf of that Controller without undue delay after 
becoming aware of it and as required to do so under the terms of the Group Member's contract with that 
Controller.  

RULE 7 – ENGAGING SUB-PROCESSORS 

Rule 7A – RGA will notify and obtain the prior specific or general written consent from the 
Controller before appointing any sub-processor.  

RGA will inform a Controller where Processing undertaken on its behalf will be conducted by a sub-
processor and will obtain the Controller's prior approval to do so as set out under the terms of its contract 
with that Controller. RGA will ensure that up to date information regarding its appointment of sub-
processors is available to a Controller at all times so that its general consent is obtained.   

If, upon reviewing this information, a Controller objects to the appointment of a sub-processor to Process 
Personal Information on its behalf, that Controller will be entitled to take such steps as are consistent with 
the terms of its contract with RGA. 

Rule 7B – RGA will ensure that sub-processors are (i) engaged on the same contractual terms 
as those executed between RGA and the Controller; and (ii) required to comply with this 
Processor Policy, particularly obligating the sub-processor to implement and maintain 
appropriate technical and organisational measures for the protection of the Personal 
Information consistent with this Processor Policy. 

Group Members must only appoint sub-processors who provide sufficient guarantees with respect to the 
commitments made by RGA in this Processor Policy. In particular, such sub-processors must be able to 
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provide appropriate technical and organizational measures that will govern their use of the Personal 
Information to which they will have access in accordance with the terms of the Group Member's contract 
with the Controller.  

To comply with this Rule, where a sub-processor has access to Personal Information Processed on 
behalf of RGA, RGA will take steps to ensure that the sub-processor has in place appropriate technical 
and organizational security measures to safeguard the Personal Information and will impose strict 
contractual obligations, in writing, on the sub-processor, which provide: 

• commitments on the part of the sub-processor to comply with the same data protection 
contractual provisions as between RGA and the Controller; 

• commitments on the part of the sub-processor regarding the security of that Personal 
Information, consistent with those contained in this Processor Policy (and in particular Rules 6A 
and 6B above) and with the terms of the contract RGA has with the Controller in respect of the 
Processing in question;  

• that the sub-processor will act only on RGA's instructions in the course of Processing the 
Personal Information; and 

• such obligations as may be necessary to ensure that the commitments on the part of the sub-
processor reflect those made by RGA in this Processor Policy, and which, in particular, provide 
for adequate safeguards with respect to the privacy and fundamental rights and freedoms of 
individuals with respect to transfers of Personal Information from a Group Member in Europe to a 
sub-processor established outside Europe.  

RULE 8 – HONOURING INDIVIDUALS' DATA PRIVACY RIGHTS 

Rule 8 – RGA will assist a Controller with responding to queries or requests made by individuals 
in connection with their Personal Information.   

RGA will act in accordance with the instructions of the Controller as required under the terms of its 
contract with that Controller and undertake any reasonably necessary measures to enable a Controller to 
comply with its duty to respect the rights of individuals. In particular, if any Group Member receives a 
request by a data subject to exercise his/her rights over the Processing of his or her Personal Information, 
the Group Member will transfer such request promptly to the relevant Controller and not respond to such 
a request unless authorised to do so or required by law (in accordance with Appendix 2). 

SECTION B: PRACTICAL COMMITMENTS  

RULE 9 – COMPLIANCE  

Rule 9A – RGA will have appropriate Workforce Members and support to ensure and oversee 
privacy compliance throughout the business. 

RGA has appointed its Chief Privacy Officer as the person to oversee and ensure compliance with this 
Processor Policy. The Chief Privacy Officer will report to the Board of Directors. The Chief Privacy Officer, 
supported by RGA's Data Protection Team, is responsible for overseeing and enabling compliance with 
this Processor Policy on a day-to-day basis. A summary of the roles and responsibilities is set out in 
Appendix 3.  
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Rule 9B – RGA will maintain records of the Processing activities carried out on behalf of the 
Controller. 

RGA shall maintain and update a record of all the Processing activities carried out on behalf of a 
Controller. This record will be maintained in writing (including in electronic form) and will be made 
available to the data protection authorities on request. 

RULE 10 – TRAINING 

Rule 10 – RGA will provide appropriate training to Workforce Members who have permanent or 
regular access to Personal Information, who are involved in the Processing of Personal 
Information or in the development of tools used to Process Personal Information in accordance 
with the Privacy Training Program (Processor) set out in Appendix 4. 

RULE 11 – AUDIT 

Rule 11 – RGA will verify compliance with this Processor Policy and will carry out data 
protection audits on a regular basis in accordance with the Audit Protocol (Processor) set out in 
Appendix 5. 

RULE 12 – COMPLAINT HANDLING 

Rule 12 – RGA will ensure that individuals may exercise their right to file a complaint and will 
handle such complaints in accordance with the Complaint Handling Procedure (Processor) set 
out in Appendix 6. 

RULE 13 – COOPERATION WITH DATA PROTECTION AUTHORITIES 

Rule 13 – RGA will cooperate with the data protection authorities and to comply with the advice 
they give on any issue related to the Processor Policy in accordance with the Cooperation 
Procedure (Processor) set out in Appendix 7. 

RULE 14 – UPDATES TO THE PROCESSOR POLICY  

Rule 14 – RGA will report changes to this Processor Policy to the data protection authorities in 
accordance with the Updating Procedure (Processor) set out in Appendix 8. 

RULE 15 – ACTION WHERE NATIONAL LEGISLATION PREVENTS COMPLIANCE WITH THE 
PROCESSOR POLICY 
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Rule 15A – RGA will ensure that where it believes that the legislation applicable to it prevents it 
from fulfilling its obligations under this Processor Policy or such legislation has a substantial 
effect on its ability to comply with the Processor Policy, RGA will promptly inform: 

• the Controller as provided for by Rule 3 (unless otherwise prohibited by a law 
enforcement authority); 

• RGA's Chief Privacy Officer; and 

• the appropriate data protection authority competent for the Controller and for RGA. 

 

 

Rule 15B – RGA will ensure that where it receives a legally binding request for disclosure of 
Personal Information by a law enforcement authority or state security body which is subject to 
this Processor Policy, RGA will: 

• notify the Controller promptly unless prohibited from doing so by a law enforcement 
authority; and 

• put the request on hold and notify the lead data protection authority and the appropriate 
data protection authority competent for the Controller and for RGA unless prohibited 
from doing so by a law enforcement authority or state security body. 

RGA will use its best efforts to inform the law enforcement authority or state security body about its 
obligations under Applicable Data Protection Laws and to obtain the right to waive this prohibition. Where 
such prohibition cannot be waived despite RGA's best efforts, RGA will provide the competent data 
protection authorities with an annual report providing general information about any requests for 
disclosure it may have received from a requesting authority or agency, to the extent that RGA has been 
authorized by said law enforcement authority or state security body to disclose such information (in 
accordance with Appendix 9). 

In any case, transfers of Personal Information by a Group Member to any public authority cannot be 
massive, disproportionate and indiscriminate in a manner that would go beyond what is necessary in a 
democratic society.  

SECTION C: THIRD PARTY BENEFICIARY RIGHTS 

Under Applicable Data Protection Laws, individuals whose Personal Information is Processed in Europe 
by a Group Member acting as a Processor (an "EEA Entity") and/or transferred to a Group Member 
located outside Europe under the Processor Policy (a "Non-EEA Entity") have certain rights. These 
rights also exist where a Non-EEA Entity Group Member acting as a Processor receives Personal 
Information under the Processor Policy from a Controller located within the EEA The principles that 
individuals may enforce as third party beneficiaries are those that are set out under Part I; section A of 
Part II; and Rules 9B, 12, 13 and 15 under section B of Part II. These individuals may directly enforce the 
Processor Policy as third party beneficiaries, and they may also directly enforce the Processor Policy as 
third party beneficiaries where they cannot bring a claim against a Controller in respect of non-compliance 
of any of the commitments in this Processor Policy by a Group Member (or by a sub-processor) acting as 
a Processor because:  

(a) the Controller has factually disappeared or ceased to exist in law or has become insolvent; and  
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(b) no successor entity has assumed the entire legal obligations of the Controller by contract or by 
operation of law. 

In such cases, the individual's rights are as follows:   

• Complaints: Individuals may submit complaints to any EEA Entity in accordance with the 
Complaint Handling Procedure (Processor) and may also lodge a complaint with a European data 
protection authority in the jurisdiction of their habitual residence, or place of work, or place of the 
alleged infringement; 

• Proceedings: Individuals have the right to an effective judicial remedy if their rights under this 
Processor Policy have been infringed as a result of the Processing of their Personal Information 
in non-compliance with this Processor Policy. Individuals may bring proceedings against RGA 
International Reinsurance Company dac (Ireland) to enforce compliance with this Processor 
Policy, whether in relation to non-compliance by an EEA Entity or non-EEA Entity, before the 
competent courts of the EEA Member State (either the jurisdiction where the Controller or 
Processor is established or where the individual has his/her habitual residence); 

• Compensation: Individuals who have suffered material or non-material damage as a result of an 
infringement of this Processor Policy have the right to receive compensation from the Processor 
for the damage suffered. In particular, in case of non-compliance with this Processor Policy by a 
non-EEA Entity or any third party processor which is established outside the EEA, individuals 
may exercise these rights and remedies against RGA International Reinsurance Company dac 
(Ireland) and, where appropriate, receive compensation from RGA International Reinsurance 
Company dac (Ireland) for any damage suffered as a result of an infringement of  this Processor 
Policy,  

• in accordance with the determination of the court or other competent authority; and 

• Transparency: Individuals may obtain a copy of this Processor Policy and the Intra-group 
Agreement entered into by RGA in connection with this Processor Policy from RGA International 
Reinsurance Company dac (Ireland) or any other EEA Entity upon request.   

Where a Non-EEA Entity acts as a Processor on behalf of a third party Controller, then where individuals 
can demonstrate that they have suffered damage and establish facts which show it is likely that the 
damage has occurred because of a non-compliance with this Policy, it will be for RGA International 
Reinsurance Company dac (Ireland) to prove  that (i) a Non-EEA Entity; or (ii) any third party sub-
processor who is established outside the EEA who is acting on behalf of a Non-EEA Entity, is not 
responsible for the non-compliance, or that no such non-compliance took place.  

RGA International Reinsurance Company dac (Ireland) will ensure that any action necessary is taken to 
remedy any non-compliance with the Processor Policy by a Non-EEA Entity or any third party processor 
which is established outside the EEA and which is Processing Personal Information on behalf of a 
Controller.  

Where a Group Member, acting as a Processor, and a Controller involved in the same Processing are 
found responsible for any damage caused by such Processing, the data subject shall be entitled to 
receive compensation for the entire damage directly from RGA International Reinsurance Company dac 
(Ireland). 

A summary of this Processor Policy (and any updates thereof) will be accessible on RGA’s website at 
http://www.rgare.com.  

 

http://www.rgare.com/
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PART III: APPENDICES 
APPENDIX 1 

LIST OF RGA GROUP MEMBERS (PROCESSOR) 
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APPENDIX 2 

DATA SUBJECT RIGHTS PROCEDURE (PROCESSOR) 
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APPENDIX 3 

PRIVACY COMPLIANCE STRUCTURE (PROCESSOR) 
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APPENDIX 4 

PRIVACY TRAINING PROGRAM (PROCESSOR) 
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APPENDIX 5 

AUDIT PROTOCOL (PROCESSOR) 
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APPENDIX 6 

COMPLAINT HANDLING PROCEDURE (PROCESSOR) 
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APPENDIX 7 

COOPERATION PROCEDURE (PROCESSOR) 
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APPENDIX 8 

UPDATING PROCEDURE (PROCESSOR) 
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APPENDIX 9 

LAW ENFORCEMENT DATA ACCESS PROCEDURE (PROCESSOR) 
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