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ELECTRONIC MEDICAL RECORDS - ARE WE READY?

By Susan L. Wehrman F.L.m.1., A.C.S.
Vice President, Electronic Health Record Initiatives
RGA Reinsurance Company

The evolution of medical records to digital (and
interoperable) data is exciting and offers tremendous
opportunity for transforming U.S. healthcare. Records
will no longer be trapped in paper silos; access to this
information will improve individual care and coordination
of care, as well as the health of entire populations.
However, access will be increased for everyone —
including unintended audiences.

Ensuring the security of this data is critical to the
success of health information exchange. Both providers
and consumers must believe the data is secure.

Data breaches in healthcare are on the rise. Nearly 20
million patient health records have been compromised
in the past two years, according to the U.S. Department
of Health and Human Services (HHS). While some
believe external forces are the primary threat, it
transpires that the biggest cause of Health Insurance

Portability and Accountability Act (HIPAA) data
breaches is theft and loss of computers/laptops (39%)
and other portable media (11%) — not hackers. This

is why it is important for every organization to adopt
appropriate access controls, which serve as gate-
keepers managing admission to systems and network
resources.

Access controls can be technical or physical in

nature. Examples include tokens, biometrics, firewalls,
automatic logoffs, encryption/decryption of data, etc.
Currently, user identification codes and passwords

are the most-common access controls for healthcare
information systems. A recent report by Verizon that
examined cyber-attacks on healthcare organizations in
2011 and 2012 found that 72% of them were caused
by hackers guessing (or using automated systems

to guess) the passwords and other credentials that
allowed them access to computer systems. SplashData
produces an annual list of the top 25 most common
hacked passwords. At the top of the list (compiled
using files of stolen passwords posted online by
hackers) were “password”, “123456”", and “12345678".
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Access controls are only part of the solution;
organizations are also implementing Security Risk
Analyses, which are mandated by HIPAA and now

also included in the U.S. government’s Meaningful Use
criteria. Risk assessments conducted for Meaningful
Use must more-specifically address encryption of

data stored in electronic health records than do risk
assessments for HIPAA. Providers also are now
required to conduct a risk assessment every year under
the Meaningful Use program.

In addition to creating financial incentives for providers
to adopt electronic health records, The Health
Information Technology for Economic and Clinical
Health Act (HITECH) also expanded the reach of
HIPAA and raised the bar for health data security

with increased penalties, mandatory audits, and new
security breach notification requirements. HITECH
requires covered entities to report breaches of
unsecured Personal
Health Information
(PHI) to patients, HHS,
and the media (for
cases affecting 500

or more individuals).

At the same time,

the government has
significantly stepped up
enforcement activities.
Prior to 2009, the
largest penalty listed on
the HHS website was
$100,000. Since then,
seven entities have
been fined $1,000,000
or more for HIPAA violations, which include both
punitive and financial consequences. HITECH
significantly increased the penalties for breaches of
information (based on the conduct of the entity) ranging
from $100 to $1,500,000 per violation.

All organizations — large and small — are affected by
security breaches:

= A weak password was to blame for the hacking of
a Utah Department of Technology Services server
containing patients' Social Security numbers and
data on children's health plans. 280,000 people
had their Social Security numbers stolen and
approximately 500,000 others had less-sensitive
personal data, such as name, date of birth and
address, compromised. Following the breach,

Utah Governor Gary R. Herbert requested an
audit of all procedures for state security and data
storage.

Phoenix Cardiac Surgery, a five-physician practice
in Arizona, became the first small practice to enter
into a resolution agreement that included a civil
money penalty over charges that it violated HIPAA's
Privacy and Security Rule by posting surgery

and appointment schedules on an Internet-based
calendar that was publicly accessible. The practice
agreed to pay $100,000 and take corrective
actions.

Massachusetts Eye and Ear agreed to pay a $1.5
million fine to the HHS after allegations were
made they failed to comply with certain HIPAA
requirements governing the security of individually
identifiable health information. The actual breach
occurred due to the
theft of a doctor’s
unencrypted

laptop computer.
Investigators
concluded that the
practice, “didn’t
perform a risk analysis
on an ongoing basis
... portable devices
were impacted. ..
[Tlhey didn't have
good policies and
procedures around
their own home
devices, but also
portable devices coming in and out that weren't
owned by the entity..." The article points out that
investing in encryption technology and other
safeguards would have cost the organization
one-tenth of the fine they ended up paying.

The University of Texas MD Anderson Cancer
Center reported two incidents in only three months.
The first involved an unencrypted laptop and the
second involved the loss of a USB thumb drive.

Alaska's Medicaid program paid $1.7 million as
a result of HIPAA Security Rule violations. It was
reported that the agency did not have adequate
policies and procedures in place to safeguard
PHI when a USB hard drive was stolen from an
employee's vehicle.
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Investigators also found that Alaska had not:

= Completed a risk analysis

= Implemented sufficient risk management
measures

= Completed security training for its
workforce members

= Implemented device and media controls

= Addressed device and media encryption
as required by HIPAA

= Although not an actual case, Medicare has been
criticized for using Social Security numbers on their
beneficiary identification cards, which individuals
must carry to obtain medical services. CMS
contends it would cost at least $803 million to
remove SSNs from the cards. Much of this cost is
attributed to upgrading computer systems not only
at the federal level, but also at the state level, for
coordination with Medicaid systems.

In addition to security breaches, another major concern
is medical identity theft. Medical identity theft is the
fastest-growing type of identity theft in the world. In
2011, approximately 1.5 million individuals in the U.S.
were affected. Medical identities are used primarily to
obtain prescription drugs, Medicare reimbursement

or medical treatment. Sometimes it is simply a case of
someone who needs access to healthcare, but can't
afford it — nevertheless, it is also one of the fastest-
growing areas of organized crime. There have even
been cases where thieves have acquired data and

held it for ransom. Irrespective of the means, medical
identity theft typically results in erroneous entries being
placed in existing medical records, and can involve

the creation of fictitious medical records in the victim's
name — which can lead to deadly consequences.

For example, if a patient goes to the hospital with a
ruptured appendix and the records state his or her
appendix was removed a year ago, the doctor will rule
out appendicitis as the cause.

The disparate nature of our healthcare system makes
medical identity theft hard to detect — there are no
credit bureaus or similar entities where individuals

can find out whether their information or insurance
has been used inappropriately. A recent survey
reported that only 50% of individuals have reviewed
their medical records, and only 24% have checked

for fraud within their records. Medical identity thieves
typically obtain treatment at five facilities or more.
Further, most facilities do not have policies in place for
responding to this crime or for correcting records — in
fact, some providers will not allow the victim to access
the records, as now they contain Protected Health

Information (PHI) on another individual and providers
(incorrectly) believe they will be in violation of HIPAA
rules if they provide the records to the patient.

While Electronic Health Records have many benefits,
they also present unique challenges — even for our
industry. It is much more difficult for a thief to walk
away with 100 paper charts (also known as Attending
Physician Statements) versus 10,000 electronic files on
a thumb drive. Will we be ready for the change? [
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